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INTRODUCTION 
The tragic events of September 11, 2001, have profoundly changed the world. In light of 
these events there has been a flurry of activity to bolster security at the nation’s airports 
and international borders, as well as key government buildings and critical infrastructure 
(e.g., telecommunications systems, information systems, etc.) 

In addition to these direct enhancements of physical/plant security, there are also growing 
calls for programs and technologies to establish and verify the positive identity of people 
who are detained, arrested or are in custody and a need to link these systems for positive 
identification to critical databases (e.g., criminal history records, wants/warrants/Hot 
Files, INS Watch Lists, investigative and intelligence databases, etc.) which contain 
significant and varied background information on people. Moreover, there has been 
growing discussion and broad support for the voluntary use of a biometric-based national 
identification card, which would establish/verify the positive identity of the holder, as 
well as contain relevant background information regarding the subject. 

These new measures, if they are to prove successful, presume the existence of: 

?? technologies adequate to establish and verify positive identity; 
?? databases that contain information that is relevant and available to support 

decision-making; 
?? mechanisms that will enable the linkage of positive identification technologies 

and the relevant databases; 
?? mechanisms, methodologies and policies to ensure that courts and appropriate 

agencies have access to the information nationally, and that the systems are 
appropriately tied to local and state justice agencies throughout the nation; and 

?? mechanisms, methodologies, policies and business practices that assure that the 
information contained in the databases is accurate, timely, complete, and 
appropriate, and that it can be correctly linked to specific individuals. 

 
The Court Task Force met on Nov. 27, 2001 in St. Simon’s Island, GA to assess the 
implications of the legislative and policy initiatives discussed and the impacts of the 
above presumptions on state and local court and justice system agencies and systems. 
Discussion focused on five related objectives:  

?? examining legislative and policy initiatives that are emerging as a result of the 
terroris t attacks on the United States on September 11, 2001, and identify the 
broad IT implications of these initiatives; 

?? assessing  the repercussions of these attacks and other unplanned disruptions on 
the state courts’ IT function, from the implications of counterterrorism initiatives 
at the federal level to physical security of courthouses, to information 
processing/integration/privacy and access issues—what data and how courts need 
to share, access and use 

?? reviewing the range of information available in existing and planned databases, 
particularly focusing on those related to courts and justice system agencies;  
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?? assessing the information technology and business practice implications of these 
new initiatives for state and local courts and justice agencies and jurisdictions; 
and 

?? developing a series of recommendations to identify the highest priority projects 
which the Task Force should undertake over the next two years to address these 
impacts.   

 
The Task Force recommends the following. Further detail on each recommendation 
appears below: 

1. Facilitate information sharing among court IT professionals 
regarding repercussions on court operations when the courthouse 
and/or critical information systems experience disruption or become 
unavailable for indefinite periods of time 

2. Develop an IT Component for the NACM Court Security Guide  
3. Develop an IT Component for the NACM Court Disaster Recovery 

Guide 
4. Explore How Technology Can Be Used to Keep Businesses Going in 

the Aftermath of Disasters;  as well as The Implications for Future 
Court Operations of the Implementation of Those Technologies.  

5. Re-examine criminal case management functional standards in the 
context of 9/11 

6. Determine the feasibility of courts conducting background checks of 
all existing and future employees with the rigor accorded background 
screening of other governmental employees in positions of trust 

7. Disseminate content on the use of biometric (particularly AFIS)  
technologies for in court defendant identification and 
identification/verification purposes at pre-trial, trial and post-
conviction proceedings; as well as for limiting access to court-specific 
and system integration applications. 

8. Develop resources in support of a business case for integration 
incorporating the implications of the events of September 11  

9. Study the possible approaches, feasibility and implications of 
establishing linkages between court information systems and law 
enforcement intelligence systems.         

 
TASK FORCE RECOMMENDATIONS 
  

 
In the aftermath of the events of September 11, 2001, the National Task Force 
recommends that court and justice IT organizations and funding agencies  consider 
the adoption of the following recommendations: 

 

1. Facilitate information sharing among court IT professionals 
regarding repercussions on court operations when the courthouse 
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and/or critical information systems experience disruption or become 
unavailable for indefinite periods of time . 

a. Survey of impacts of disruptions on courts, including financial, 
operational, legal,  policy and technical issues confronting courts, 
including disruptions caused by cyberterrorism and issues of 
protecting public access systems and web sites;  

b. Conduct a workshop among state and local court CIOs and others to 
share findings and solutions about responding to disruptions. Develop 
and facilitate training on recommended problem-solving 
methodologies, to-wit:  

i. Determine the application, i.e., what is it we’re trying to do, 
e.g., make sure a current or prospective court employee does 
not have a criminal record. What standards should be 
developed and how should they be applied? What technologies, 
databases and procedures are needed to achieve that purpose, 
e.g., ID verification (for building or network access) requires 
different solutions than positive identification.(for background 
checks). Educate attendees on the potential uses of biometrics 
to enhance physical security, data security and identification. 

ii. Is that solution currently feasible, i.e., are the requisite 
components of the solution (more or less) in place; are the 
component systems interoperable; is the level of intrusiveness 
acceptable; is the infrastructure in place, e.g., can the 
biometric-based database be linked to the appropriate hot file; 
etc.? 

iii. What needs to be done to implement the solution? Are there 
available standards which can be leveraged to support these 
applications, e.g., driver’s license development plans, NIST 
mug shot standard, etc.        

c. Prepare monograph findings and recommendations. Disseminate 
through presentations at conferences, online availability, mis2mis and 
similar list serves .  

 
2.  Develop an IT Component for the NACM Court Security Guide. 

Courts need to assure the physical safety and security of court personnel, 
parties, witnesses, jurors and the public who come to the courthouse. 
Courts also need to assure the safety and security of their IT systems and 
information.  NACM  previously published a Court Security Guide which 
needs to be updated in the wake of the events of 9/11 as regards both IT 
and hard copy (e.g., mail receipt and processing) policies and procedures.  
a. Review the existing Guide from an IT perspective to assure the 

physical security of the facilities, the hardware, software and personnel 
associated with the system as well as security and remote backup of all 
court and justice system data. 
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b. Document (case studies) good examples of existing court security 
systems and technologies; examples of possible threats, including 
cyberterrorist attacks on public access networks, web sites, etc.  

c. Publish a revised Security Guide, specifically including court/justice 
system  IT security guidelines. 

d. Conduct a series of regional workshops to provide hands on instruction 
to court (judges as well as clerks and administrators) and court IT 
managers on security threat assessment, development of local security 
plans, implementation of court and justice IT security policies and 
procedures and technologies that support such policies and procedures 
(e.g., biometrics).  

e. Provide technical assistance to courts which seek to conduct security 
threat assessments and/or develop, revise or  implement IT physical 
security plans 

 
3.  Deve lop an IT Component for the NACM Court Disaster Recovery 

Guide . Courts need to develop and/or update their disaster recovery plans 
in the wake of the events of 9/11, particularly to assure recovery of the 
court’s information system. NACM previously published “A Disaster 
Recovery Plan for Courts: A Guide to Business Continuity Planning”  
which does not include an adequate IT component. 

 a.  Revise NACM Disaster Recovery Guide to address court and justice 
system IT issues. 

      b.  Conduct regional workshops for court and justice IT managers on the 
importance of establishing and implementing systems and procedures to 
assure the recovery of court and justice systems’ information in the event 
of a catastrophic event, including cyberterrorist attack. 

      c. Provide technical assistance to courts which seek to develop, revise or 
implement their disaster recovery plans. 
 

4. Explore How Technology Can Be Used to Keep Businesses Going in the  
Aftermath of Disasters; as well as The Implications for Future Court 
Operations of the Implementation of Those Technologies.  The events 
of September 11 have generated a range of national, state and local 
initiatives to increase physical and information security, to close any 
possible system gap which might allow potentially dangerous individuals 
to escape detection, to better control and direct the sharing of available 
information to those most needing to have the information, and to develop 
and acquire technology to enable business and government to remain in 
business during or to return to business as soon as possible following a 
disaster. Collectively, these legislative, policy and regulatory initiatives 
signal a paradigm shift away from traditional assumptions about 
independence of justice and non-justice system agencies and toward 
integration of information from a broad range of justice and non-justice 
system-related sources. Among the solutions being discussed by justice 
system professionals, the bench, the bar and the private sector is the 
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concept of the virtual  courthouse/justice system. A virtual courthouse 
paradigm needs an integrated justice system infrastructure. While 
communications systems linking multiple parties at locations is already a 
reality, the impetus for increased development efforts and customer use 
accelerated substantially after September 11 for financial and security 
reasons. 

 
The Task Force recommends that courts explore how existing or 
 developing technology can be used to enable courts systems to remain in 
 operation during, or to resume business as soon as possible following a 
 disaster. Part of that exploration should include an assessment of the long- 
 term operational impacts on courts of the acquisition of technology and 
 implementation of technology-driven solutions to disaster recovery. Task 
 Force staff are encouraged to evaluate alternative approaches to 
 achieve this research objective, including:  surveys; focus  groups; 
 commissioned research papers; and symposia among 
 academics, justice system policy leaders,  private sector consultants and 
 IT vendors, to identify the legal, policy, technical and operational 
 implications of the implementation of technologies on the development of 
 an increasingly virtual legal environment. Research efforts should 
 include: 
a. Review of disaster recovery guidelines and survey of existing or 

developing technologies; 
b. Assessment of operational implications of eliminating the need for 

physical facilities at which parties assemble, including impacts on the 
use of technology such as email, videoconferencing, Netmeeting 
technology, etc.; and demand for existing or future technological 
solutions; 

c. Comparison of the costs of building and maintaining physical facilities 
to costs of building and maintaining information and communications 
system  infrastructures; 

d. Policy implications, including impacts on the quality of justice; 
e. Need for the development of functional, data and technical standards; 
f. Legal analysis: What are the legal impediments to establishment of a  

virtual justice system? 
g. Who should fund the design of the systems? What should be the roles 

of federal, state and local governments? 
h. What new industries will be needed to support the system? What 

existing businesses/industries will need to be reinvented? 
 

5. Re-examine criminal case management functional standards in the 
context of 9/11. Information sharing within and between justice agencies 
is more critical now than ever. Within courts, case management systems 
have not typically linked probation or drug court or parole information—
including terms and conditions as well as compliance with terms—to the 
court’s case file, particularly on a real-time basis. Information sharing 
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requirements within the court and between the court and other criminal 
justice agencies needs to be reassessed in the context of 9/11. There is also 
a need to review integrated justice case management functional standards 
as developed by the National Consortium and as defined in the Data 
Exchange Project for consistency with changes in court and justice system 
priorities in the wake of the events of 9/11, including implications for 
security, disaster recovery and links to intelligence systems. 

6. Determine the feasibility of courts conducting background checks of 
all existing and future employees with the rigor accorded background 
screening of other governmental employees in positions of trust.   
Courts should conduct periodic fingerprint-based background checks on 
all applicant, appointee, civil service and existing court employees, 
especially those who may have access to court records, integrated systems, 
or other potentially sensitive or confidential records. What is the court 
employee population with access to critical records not currently subject to 
background checks; or not reviewed once hired? What is the cost of 
conducting periodic criminal history background checks for all employees 
and for smaller categories of employees with access to critical records 
and/or law enforcement information and/or integrated systems for 
fingerprint vs. name checks? 

7. Disseminate content on the use of biometric (particularly AFIS)  
technologies for in court defendant identification and 
identification/verification purposes at pre -trial, trial and post-
conviction proceedings; as well as for limiting access to court-specific 
and system integration applications . Courts should establish biometric-
based procedures for identifying defendants at all court proceedings, and 
for controlling access by court personnel to automated systems, including 
court case management and case record systems as well as integrated 
systems which may share data or link to local, state or national law 
enforcement systems. 
a. Identify existing sites which currently control or plan to control system   

access or which positively identify and/or verify identification of 
defendants via biometric technology 

b. Document best practices 

c. Prepare a manual describing model biometric-based systems, or 
include as a component of the revised Court Security Guide. 

8. Develop resources in support of a business case for integration 
incorporating the implications of the events of September 11. Many of 
the objectives of both national and state- level initiatives to prevent 
terrorism rely on the ability of justice system agencies to share 
information. Justice system integration, while a priority of Congress and 
OJP over the past few years, is now an essential component of both 
national and state- level anti-terrorism strategies. The events of September 
11 underscore the need for integrated systems, but should not be exploited 
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to drive the integration agenda. To assist court and justice system agencies 
in the development of integrated solutions:  

a. Call on Congress to adequately fund CITA to facilitate the development 
of integrated justice information systems in every state and local 
jurisdiction. 

b. Since maintenance of integrated systems will be a continuing 
responsibility of local government, develop and disseminate a business 
case for integration which courts and justice agencies can draw upon 
to best present the case for appropriating continuing local resources to 
support integrated information systems to state and local purse string 
holders and stake holders. 

9. Study the possible approaches, feasibility and implications of 
establishing linkages between  court information systems and law 
enforcement intelligence systems . All justice system entities need to 
cooperate in America’s highest priority to prevent future terrorist attacks. 
For courts, this means automatically providing notice to law enforcement 
and intelligence agencies of court activity involving any individual for 
whom a federal or state want or warrant has properly been issued for 
participation in prior or future terrorist acts. A feasibility study should be 
conducted within the next 180 days to determine:  

a. Accessibility of watch lists (who should be aware of them, who should 
have access, who can add names); 

b. The extent to which existing integrated justice information systems 
currently provide notification on wanted persons based on a name 
and/or fingerprint check to law enforcement agencies, including 
assessing the feasibility of linking data from case-based court 
information systems with the offender-based tracking focus of law 
enforcement, intelligence and corrections information systems. 

c. If there is a way to provide notification to law enforcement intelligence 
systems at the local, state or federal levels;  

d. Prepare policy recommendations to appropriate local, state and 
national organizations defining the legal, operational and systemic 
changes needed to facilitate the proposed information exchange.  


